Multiple Vulnerabilities in Microsoft Office

http://www.cert-in.org.in/
 

Severity Rating: HIGH

 

Software Affected

 

Microsoft Excel 2007 SP3

Microsoft Excel 2010 SP2 (32-bit editions and 64-bit editions))

Microsoft Excel 2013 RT SP1

Microsoft Excel 2013 SP1 (32-bit editions and 64-bit editions)

Microsoft Excel 2016 (32-bit edition and 64-bit editions)

Microsoft Excel 2016 Click-to-Run (C2R) for 32-bit editions and 64-bit

editions

Microsoft Excel Viewer 2007 SP3

Microsoft Office 2007 SP3

Microsoft Office 2010 SP2 (32-bit editions and 64-bit editions)

Microsoft Office 2013 RT SP1

Microsoft Office 2013 SP1 (32-bit editions and 64-bit editions)

Microsoft Office 2016 (32-bit edition and 64-bit editions)

Microsoft Office 2016 Click-to-Run (C2R) for 32-bit editions and 64-bit

editions

Microsoft Office 2016 for Mac

Microsoft Office Compatibility Pack SP3

Microsoft Office Online Server 2016

Microsoft Office Web Apps 2010 SP2

Microsoft Office Web Apps Server 2013 SP1

Microsoft Office Word Viewer

Microsoft Outlook 2007 SP3

Microsoft Outlook 2010 SP2 (32-bit editions and 64-bit editions)

Microsoft Outlook 2013 RT SP1

Microsoft Outlook 2013 SP1 (32-bit editions and 64-bit editions)

Microsoft Outlook 2016 (32-bit edition and 64-bit edition)

Microsoft SharePoint Enterprise Server 2013 SP1

Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Foundation 2010 SP2

Microsoft SharePoint Server 2010 SP2

Microsoft Word 2007 SP3

Microsoft Word 2010 SP2 (32-bit editions and 64-bit editions)

Microsoft Word 2013 RT SP1

Microsoft Word 2013 SP1 (32-bit editions and 64-bit editions)

Microsoft Word 2016 (32-bit edition and 64-bit edition)

Overview

 

Multiple vulnerabilities have been reported in Microsoft Office that could

allow a remote attacker to conduct Cross-site Scripting (XSS) or execute

arbitrary code and gain elevated privileges on the target system.

 

Description

 

1. Microsoft SharePoint Vulnerabilities ( CVE-2018-0789   CVE-2018-0790   )

 

These vulnerabilities exist in Microsoft SharePoint due to its inadequacy

to properly sanitize the web request sent to the affected Server. An

authenticated attacker could exploit this vulnerability by sending a

specially crafted request to the affected SharePoint server.  Successful

exploitation of this vulnerability could allow the attacker to conduct

cross-site scripting (XSS) attacks on affected systems and run script in

the security context of the current user. The attacks could further allow

the attacker to gain elevated privileges and perform action with the

privileges of the logged in user on the target system. 

 

2. Microsoft Outlook Remote Code Execution Vulnerabilities ( CVE-2018-0791 

 CVE-2018-0793   ) 

 

The vulnerability exists in Microsoft Outlook due to its inadequacy to

parse crafted email messages. A remote attacker could exploit this

vulnerability by enticing the user to open a specially crafted file with an

affected version. Successful exploitation of this vulnerability could allow

the attacker to take complete control of the affected system. 

 

3. Microsoft Excel Remote Code Execution Vulnerability ( CVE-2018-0796   ) 

 

The vulnerability exists in Microsoft Office software due to the improper

handling of objects in memory. A remote attacker could exploit this

vulnerability by hosting a specially crafted file on website and persuading

a user to follow a malicious link to view the crafted file. Successful

exploitation of this vulnerability could allow the attacker to execute

arbitrary code and could take complete control on the affected system, in

security context of the logged in user. 

 

4. Microsoft Access Tampering Vulnerability ( CVE-2018-0799   ) 

 

The vulnerability exists in Microsoft Access due to the improper

sanitization of inputs to image fields edited within Design view. A remote

attacker could exploit this vulnerability by hosting a specially crafted

file on website and persuading a user to follow a malicious link to view

the crafted file. Successful exploitation of this vulnerability could allow

the attacker to run JavaScript in the security context of the logged-in

user and conduct cross-site-scripting (XSS) attacks. 

 

5. Microsoft Office Vulnerabilities ( CVE-2018-0795   CVE-2018-0798  

CVE-2018-0801   CVE-2018-0802   ) 

 

These vulnerabilities exist in Microsoft Office software due to the

improper handling of objects in memory. A remote attacker could exploit

this vulnerability by hosting a specially crafted file on website and

persuading a user to follow a malicious link to view the crafted file.

Successful exploitation of this vulnerability could allow the attacker to

execute arbitrary code and perform action on the affected system, in

security context of the logged in user. 

 

6. Microsoft Word Memory Corruption Vulnerability ( CVE-2018-0797   ) 

 

The vulnerability exists in Microsoft Office due to the improper handling

of RTF Files. A remote attacker could exploit this vulnerability by

enticing the user to view a crafted RTF file with an affected version of

Microsoft Office software. Successful exploitation of this vulnerability

could allow the attacker to execute arbitrary code in security context of

the logged in user and perform action on the affected system. 

 

7. Microsoft Word Vulnerabilities ( CVE-2018-0792   CVE-2018-0794  

CVE-2018-0804   CVE-2018-0805   CVE-2018-0806   CVE-2018-0807  

CVE-2018-0812   ) 

 

These vulnerabilities exist in Microsoft Office software due to the

improper handling of objects in memory. A remote attacker could exploit

this vulnerability by hosting a specially crafted file on website and

enticing the user to follow a malicious link to view the crafted file with

an affected version of Microsoft Office software. Successful exploitation

of this vulnerability could allow the attacker to execute arbitrary code

and perform action on the affected system, in security context of the

logged in user. 

 

8. Microsoft Office for MAC Spoofing Vulnerability ( CVE-2018-0819   ) 

 

The vulnerability exists in Microsoft Office for MAC due to the improper

handling of the encoding and display of email addresses. A remote attacker

could exploit this vulnerability by enticing the user to view specially

crafted email attachment with an affected version of Microsoft Office

software. Successful exploitation of this vulnerability could allow the

attacker to disrupt the working of antivirus or antispam scanning as

intended on the affected system.

 

Solution

 

Apply appropriate software fixes as available on the vendor website. 

https://portal.msrc.microsoft.com/en-us/security-guidance
 

https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail
/858123b8-25ca-e711-a957-000d3a33cf99

 

 

Vendor Information

 

Microsoft

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0789

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0790

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0791

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0792

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0793

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0794

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0795

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0796

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0797

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0798

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0799

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0801

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0802

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0804

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0805

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0806

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0807

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0812

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018- - -0819

 

References

 

Cisco

https://tools.cisco.com/security/center/viewAlert.x?alertId=56400
https://tools.cisco.com/security/center/viewAlert.x?alertId=56401
https://tools.cisco.com/security/center/viewAlert.x?alertId=56402
https://tools.cisco.com/security/center/viewAlert.x?alertId=56403
https://tools.cisco.com/security/center/viewAlert.x?alertId=56404
https://tools.cisco.com/security/center/viewAlert.x?alertId=56405
https://tools.cisco.com/security/center/viewAlert.x?alertId=56406
https://tools.cisco.com/security/center/viewAlert.x?alertId=56407
https://tools.cisco.com/security/center/viewAlert.x?alertId=56408
https://tools.cisco.com/security/center/viewAlert.x?alertId=56409
https://tools.cisco.com/security/center/viewAlert.x?alertId=56410
https://tools.cisco.com/security/center/viewAlert.x?alertId=56412
https://tools.cisco.com/security/center/viewAlert.x?alertId=56413
https://tools.cisco.com/security/center/viewAlert.x?alertId=56426
https://tools.cisco.com/security/center/viewAlert.x?alertId=56427
https://tools.cisco.com/security/center/viewAlert.x?alertId=56428
https://tools.cisco.com/security/center/viewAlert.x?alertId=56429
https://tools.cisco.com/security/center/viewAlert.x?alertId=56431
https://tools.cisco.com/security/center/viewAlert.x?alertId=56433
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